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Receive message from 
application 



Establish virtual socket of 
corresponding protocol 



Determine message 
type, size, priority, cost, 
and security parameters 



Formulate link choose 
parameters (LCP) either 
appended "A" and/or in 
parallel "P" 




Encrypt message and 
prepend content label to 

encrypted message 
{Optional: prepend LCP) 



Pass encrypted message 

(with content label 
header) and LCP (A or 
P) to Link Manager 



PROVISION p 
TRANS PORT TO ! 324 
TRANSMIT | 



! 364 



,0? 



(Establish Secure 
Session 



T 



Sending node 
searches in secure 
session log for 
cryptovariables 
corresponding to 
destination node 



Generate and 
Exchange New 
Encryption Keys 
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DSA Exchange and 
Authentication 



Exchange system 
software version and 
build number 



Select base PCT 
corresponding to 
software version and 
build number 



Build resequenced 
PCT or content label 
cross-references using 
base PCT, shared 
secret keys, and 
stored resequencing 
algorithm 



Store Secure Session 
Crypto-variables in 
secure session log 
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Call Center Node Process Flow 
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Vehicle Node Process Flow 
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